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Security is the Foundation of Digitazation

ALL IS SECURE

IP
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… BUT HOW DOES
REALITY 

LOOK LIKE?
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GERMANY: 

CYBER 
ATTACKS

ARE REAL AND
INCREASING

Every 3 
minutes

60%

55 BN. €
Damage of the German 

economy PER YEAR

Of all cyber attacks are 

directed against mid-size 

business

A company is attacked

ALMOST

Based on https://www.gdv.de/de/themen/news/der-mittelstand-im-fadenkreuz-von-cyberkriminellen-31276.



THOMAS TSCHERSICH | TELEKOM SECURITY

… LET’S HAVE A CLOSER
LOOK …
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Attacks on critical infrastructure are real!  

ATTACK ON 
IRANIAN 

NUCLEAR 
PROGRAM

Destruction of 
industrial plants

SEP 2010

Attack on 
german

PARLIAMENT

Complete 
exchange of IT

MAy 2015

attack on 
UKRAINIAN 

power grid

80.000 people 
without power

DEc 2015

Ransomware 
attack on 

DESKTOP PCs

Long-lasting
IT outtages

MAY 2017

Botnet-
Attack on 

HOME RouterS

900.000 people 
without internet

NOV 2016
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common attacks on critical infrastructure

Source: Monitor IT-Sicherheit Kritischer Infrastrukturen 2.0
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PHISHING

RANSOMWARE

AMOUNT OF ATTACKS WITHIN 5 MONTHS

OCTOBER 2017 FEBRUARY 2018

INCREASE BY APPROX. 40%

* PERIOD OF COLLECTION; AMOUNT OF ATTACKS COMPARED TO EACH OTHER

*
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… LET’S TALK ABOUT  
ATTACK(ER)S …
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Attacks are EVOlVING OVER TIME

VIRUSES & 
WORMS

Phishing

Hacker 
ColleCtiveS

Distributed 
Denial of 

Service

RANSOMWARE

2007

?
MOBILE 

HANDHELDS

Crypto-
trojanS

2013 2020
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various attackers BUT same methods

Motivation

Examples

FAME AND HONOR,
FUN AND GAMES

USUALLY INDIVIDUALS

DEFACING WEBSITES,
REPORTING 
VULNERABILITIES TO 
THE PUBLIC, …

FRAUD, BLACKMAIL,
MONEY LAUNDERING

WELL-ORGANIZED 
GROUPS, WORLDWIDE 
DISTRIBUTION, VAST 
FUNDING AVAILABLE

PHISHING, DDOS,
SPAM, …

EXPRESSING POLITICAL 
OPINIONS

WELL-ORGANIZED 
GROUPS, WORLDWIDE 
DISTRIBUTION

DDOS, INFORMATION 
LEAKAGE, …

ESPIONAGE,
SABOTAGE

STATE-CONTROLLED,
“UNLIMITED” 

FUNDING

TARGETED ATTACKS, 
DDOS, …

Intelligence 
services

HacktivistsOrganised
Crime

Resources

Classical
hackers
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… HOW DO THEY WORK?
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Source: Verizon Breach Report.

HOURS DAYS MONTHS  MINUTES WEEKS

TIME TO DISCOVER 

BREAK-IN
79 % OF ALL CASES 

TIME SPENT  FOR 

PRE-ATTACK 

RESEARCH

60 % OF ALL CASES 

TIME FOR 

CONTAINMENT AND 

CLEAN UP

64% OF ALL CASES

TIME TO

COMPROMISE DATA 

AFTER BREAK-IN 

56 % OF ALL CASES 

attackers are faster than defenders



THOMAS TSCHERSICH | TELEKOM SECURITY

ATTACKERS ARE INNOVATIVE AND CONTINUE TO EVOLVE

90% of corporate networks are protected 

But only 10% of industrial networks

ATTACKS ON 
AUTONOMOUS 

VEHICLES
RANSOMWAREZERO DAY EXPLOITS

ATTACKS ON 
FIRMWARE

SPEAR PHISHING & 
FAKED IDENTITIES

ATTACKS ON 
CLOUD SERVICES

ATTACKS ON POWER/ 
HEATING SYSTEMS

ATTACKS ON  
PRODUCTION PLANTS 

(SCADA SYSTEMS)
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ARE DEFENDERS
PREPARED?
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HAVE YOU EVER SEEN THAT?



THOMAS TSCHERSICH | TELEKOM SECURITY

WANNACRY: ANATOMY OF A ZERO-DAY VULNERABILITY

CIA/NSA use 

vulner-

ability

Microsoft 

Patch for 

supported 

OS

NoPetya

AVOIDABLE 

TROUGH 

PATCH

since 2012 March 12th May 12th June 27th

Zero Day Phase Known problem Phase Ignorance Phase

Microsoft 

Patch for 

outdated OS

APRIL

WikiLeaks 

went public 

& EXPLOIT 

AVAILABLE

2 0 1 7
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THE ONLY ANSWER IS… TO PATCH!
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…SO WHAT ARE
THE CHALLANGES?
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Cost pressure

Complex Products

Lack of expertise

Missing Security 

by design

Increasing attack 

surface

TODAY’S BIggEST CHALLENgES fOR SECURITY
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…AND WHAT IS
THE WAY OUT?
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PRODUCER’S LIABILITY

Cooperation between industry, research and politics

Certification & update requirements

Exchange regarding vulnerabilities

Responsibility during the whole digital supply chain 

Future Trends in Cyber Security
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MAGENTA
SECURITY

THANK YOU!
T-SYSTEMS INTERNATIONAL GMBH

TELEKOM SECURITY


